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1. INTRODUCTION 

The information system "Registry of Holders (Owners) of Personal Data 

Arrays" (hereinafter referred to as the "Registry") allows you to keep records of 

public authorities, local governments and legal entities that are empowered to 

determine the purposes, categories of personal data and control the collection, 

storage, processing and use personal data. 

 

Registration in the Registry consists of completing three stages: 

1. Data of the Holder of personal data; 

2. Information about arrays of personal data; 

3. List of personal data. 

 

To automatically obtain up-to-date data on the Holders, the service 

"Electronic database of legal entities, branches (representative offices)" of the 

Ministry of Justice of the Kyrgyz Republic is used, which reduces the time of 

registration in the Registry. The registry is also integrated with the Unified System 

of Identification (hereinafter referred to as the USI) in accordance with the Law of 

the Kyrgyz Republic “On Electronic Governance”. Authorization in the Registry 

requires a cloud-based electronic signature (hereinafter referred to as CES) of a legal 

entity. 

This document is a user's guide at the "Holder" level for working in the 

Registry. 

Screenshots are made on the example of filling by the State Agency for the 

Protection of Personal Data under the Cabinet of Ministers of the Kyrgyz Republic. 

The guide is aimed at public authorities, local governments and legal entities 

that can use the guide as a teaching aid in order to fill out the Registry for registration 

as Holders (Owners) of personal data arrays. 

To use the software, it is enough to have a computer with any operating 

system (Windows, Linux, MacOS), Google Chrome and Mozilla Firefox browsers 

(not older than version 97). 

The Registry can be accessed through the website (Fig. 1) of the State 

Agency for the Protection of Personal Data under the Cabinet of Ministers of the 

Kyrgyz Republic - https://dpa.gov.kg. 
 

https://dpa.gov.kg/
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Picture 1. Agency website 

2. DESCRIPTION OF THE REGISTRY INTERFACE 

 Registry Interface 

The registry consists of the following sections: 

• Language selection; 

• About the Agency; 

• Connect with us; 

• Button "Home"; 

• Normative legal acts; 

• List of registered Holders. 

 

The registry is available in three languages: Kyrgyz, Russian and English for 

the convenience of users. 

The section "About the Agency" contains information about the State 

Agency for the Protection of Personal Data under the Cabinet of Ministers of the 

Kyrgyz Republic. 

The "Contact Us" button contains a feedback form with the State Agency for 

the Protection of Personal Data under the Cabinet of Ministers of the Kyrgyz 

Republic. 

The Home button is used to navigate to the main page. 

The section "Regulatory legal acts" contains a package of necessary 

documents in the field of personal information, which are guided by the State 

Agency for the Protection of Personal Data under the Cabinet of Ministers of the 

Kyrgyz Republic, as well as state authorities, local governments and legal entities. 
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List of registered Holders indicating the taxpayer identification number of 

the organization, name, registration date and action button. 

Unauthorized users have access to information about the registered Holders 

(owners) of personal data arrays in viewing mode. 

2.  Authorization in the Registry through the Unified Identification System 

For authorization in the Registry, you must click on the "Login" button in the 

upper right corner (Fig. 2): 

 

Picture 3. Button “Log in” 

After clicking on "Login", the USI authorization page will open and you 

must enter the personal identification number to which the organization's CEO is 

linked (Fig. 3). 
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Picture 3. Unified identification system 

After entering a personal identification number of a citizen (hereinafter - 

PIN), a check will be made for the presence of the entered PIN in the USI database. 

If the user is detected, a field for entering a static password from the USI will open 

(Fig. 4). 

 

Picture 4 USI password entry field 
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If you successfully enter the password from the USI, a page will open with 

a choice of the method of the second authorization factor (Fig. 5), where you need 

to select the CES of your organization. 

 

Picture 5. The second factor of USI authorization 

After clicking on the button with the hidden name of your organization, a 

pop-up menu will open with a choice of a method for obtaining a one-time password 

(Fig. 6), where you must select "Get verification code via Email". 

 

Picture 6.  Selecting a method for obtaining a one-time password from 

After clicking on the "Get verification code via Email" button, a page will 

open with a field for entering a one-time 6-digit password from the CES (Fig. 7), 
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which will be sent to the email address you specified when registering the cloud 

electronic signature. 

 

Picture 7.  Field for entering a one-time password from CES 

If you entered the correct 6-digit one-time password from the CES of your 

organization, authorization in the Registry will be successful. 

3. 3. COMPLETING THE REGISTRY 

1.  Data of the Personal Data Holder - Stage I 

After successful authorization, the registration form in the Registry will 

immediately open. 

Important! Further, all fields marked with an asterisk (*) are mandatory. 

 The field "TIN of the organization" is filled in automatically from the CES of 

your organization. Due to the fact that the Register is integrated with the 

service "Electronic database of legal entities, branches (representative 

offices)" of the Ministry of Justice of the Kyrgyz Republic, the corresponding 

fields are automatically filled in to simplify the registration procedure. The 

following fields come automatically from the database of the Ministry of 

Justice: 

• Name of holder; 

• Holder's address (legal); 

• Actual address of the holder; 

•Type of ownership; 

• Subordination; 

•Full name of the head; 

• common identification code of enterprises, organizations and individual 

entrepreneurs code; 

• Email address; 
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•Phone/fax. 

 

Picture 8. Data of the personal data holder-1 

However, not all available fields are filled in automatically due to the lack 

of some data in the electronic database of the Ministry of Justice of the Kyrgyz 

Republic. Therefore, the blank fields must be filled in manually. 

 

Picture 9. Data of the holder of personal data-2 

Pay attention to the fields "Actual address of the holder": if necessary, they 

must be updated, since the legal address does not always coincide with the address 

of the actual location of the organization. 
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Picture 10. Data of the holder of personal data-3 

The last section to fill in the first stage of the registration form is “The person 

directly responsible for working with personal data” (Fig. 11), the fields of which 

are completely filled in by the holder manually. 

 

Picture 11. Data of the holder of personal data-4 

Here you must specify the full name and contact details (phone number, 

email) of the employee responsible for working with personal data in your 

organization. 

After filling in all the fields, you must click on the "Next stage" button, after 

which you will proceed to the second stage of registration. 

2.  Information about arrays of personal data - II stage 

At the second stage, arrays of personal data held by your organization are 

indicated. It can be both arrays on paper (hard) media and information 

systems. 

Important! All fields where you need to enter data manually must be filled 

in with a semicolon (;). 
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Information about arrays of personal data consists of the following sections: 

 Name of the array of personal data; 

 Term and condition for termination of personal data processing; 

 Recipients or categories of recipients to whom data may be transferred; 

 Alleged cross-border transfer of personal data; 

 The procedure for informing subjects about the collection and possible 

transfer of their personal data; 

 Measures to ensure the safety and confidentiality of personal data; 

 Data Processor 

Important! Some sections are made in the form of check-boxes, where it is 

necessary to tick off the corresponding items. If the list does not contain 

the items you need, you must manually enter the data in the "Other" fields 

of all relevant sections separated by a semicolon (;). 

 

Picture 12. Information about arrays of personal data-1 

 

 

1. Name of the array of personal data 

This section indicates the names of all arrays of personal data (Fig. 12), the 

Holder of which is your organization. These can be arrays both on hard (paper) 

media (personal files of employees or file cabinets), and various information systems 

owned by your organization. 

2. Term or condition for termination of personal data processing 

This section indicates the terms or certain conditions for terminating the 

processing of personal data (Fig. 12). For example, for state and municipal 

authorities, this is the dismissal or dismissal of an employee, as well as the 
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expiration of 3 years of storage of data of applicants who have submitted 

documents for a competition for enrollment in the personnel reserve in 

accordance with the law. For commercial organizations, the term or condition 

for the termination of processing may serve as the end of the period for the 

provision of the services.  

3. Recipients or categories of recipients to whom data may be 

communicated 

This section indicates the recipients to whom personal data stored by 

the Holders can be transferred (Fig. 12). For state and municipal 

authorities, this may be, for example, members of various commissions, 

committees, which, according to the order, can consider documents of 

employees or contestants. For commercial organizations, these may be 

counterparties whose services they provide through their platforms. 

Also among the recipients may be state or municipal bodies that have 

certain state functions, such as tax and social contributions.. 

 

Picture 13. Information about arrays of personal data-2 

4. Alleged cross-border transfer of personal data 

In this section, you must indicate whether your organization transfers 

personal data abroad (Fig. 13), to other countries. If you are planning a cross-border 

data transfer, you must select "Yes" and indicate in the appropriate fields the country, 

the name of the "third party" and the details of the document on the basis of which 

you are transferring. These can be contracts, agreements, etc. 

5. The procedure for informing subjects about the collection and possible 

transfer of their personal data 
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In this section, you must select or manually enter information (the “Other” 

field) on methods for notifying personal data subjects regarding the collection and 

transfer of their personal data that are used in your organization (Fig. 13). 

6. Measures to ensure the safety and confidentiality of personal data 

In this section, you must choose from the proposed options for measures that 

are used in your organization to ensure the safety and confidentiality of personal data 

(Fig. 14). If your organization has any additional measures that are not listed, you 

must manually enter them in the "Other" field.  

Note: This section is directly related to Decrees of the Government of the 

Kyrgyz Republic No. 760 “On approval of the Requirements for ensuring 

the security and protection of personal data during their processing in 

personal data information systems, the execution of which ensures the 

established levels of personal data security” and No. 762 “On approval of 

the Requirements for protection of information contained in the databases 

of state information systems” of 2017) 

 

Picture 14. Information about arrays of personal data-3 

 

7. Data Processor 
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Picture 14. Information about arrays of personal data-4 

 

If your organization does not have a personal data processor, then this section 

is optional. 

However, if your organization has a Personal Data Processor, you must enter 

the name or full name of the Processor (according to the law, Processors can be legal 

entities or individuals), contact details and details of the agreement on the basis of 

which the Processor has the right to process personal data held by your organization.. 

After filling in all the fields of the second stage, you must click on the 

"Confirm Registration" button, after which your organization will be assigned a 

registration number in the Registry with a fixed time and date of registration. The 

next, third stage begins with a corresponding notification (Fig. 16). 

All completed stages are saved as a template, which you can adjust later if 

necessary. 
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Picture 16. Notification about registration 

3.  List of personal data - Stage III 

At this stage, lists of personal data collected by your organization are 

indicated. This can be either standard personal data in a certain sense (name, 

date of birth, place of residence), or a special category of personal data 

(medical indicators, religious and philosophical beliefs). 

Important! All fields where you need to enter data manually must be filled 

in with a semicolon (;). 

1.  List of collected personal data 

In this section, you need to choose from the proposed options for personal 

data that is being collected in your organization (Fig. 17). If your organization 

collects personal data that is not on the list, you must manually enter it in the "Other" 

field separated by a semicolon (;). It is also possible to select all the personal data 

presented in the list. To do this, click on "Select All" in the right corner of the section. 

You also need to choose which special categories of personal data are 

collected in your organization (Fig. 18). 
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Picture 17. List of personal data -1 

2.  Categories or groups of personal data subjects 

In this section, you must choose from the proposed options for categories or 

groups of subjects whose personal data is collected in your organization (Fig. 18). 

For example, in state and municipal authorities it can be an “employee”, while in 

commercial organizations it can be a “subscriber” or “borrower”, depending on the 

type of services provided. If your organization has other categories or groups of 

personal data subjects that are not in the list, you must manually enter them in the 

"Other" field separated by a semicolon (;).  

 

Picture 18. List of personal data -2 

 

3.  Sources of personal data collection 
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In this section, you must manually enter (separated by a semicolon) 

information about which sources of personal data are used in your organization  (Fig. 

19). These can be passports, ID-cards, personal personnel records, autobiographies, 

social networks, work books, etc. 

 

Picture 19. List of personal data -3 

4.  Purposes and methods of collection and use of personal data 

In this section, you must enter manually (separated by a semicolon) 

information about what goals are pursued in the process of collecting personal data 

(Fig. 19). For state and municipal bodies, for example, the goal is the passage of 

state and municipal service. For commercial organizations, the goal may also be to 

hire employees, as well as collect personal data for the provision of a certain type of 

service (opening current accounts, providing marketing services or issuing discount 

cards, etc.). 

After completing the third stage, you must click on "Submit for 

consideration". According to the Law of the Kyrgyz Republic "On Personal 

Information", the Holders are obliged to coordinate the list of personal data with the 

authorized state body in the field of personal data, that is, with the State Agency for 

the Protection of Personal Data under the Cabinet of Ministers of the Kyrgyz 

Republic. 

 

 

4.  APPLICATION STATUS 

After sending the list of personal data for approval by the Agency, the status 

of the application can be found in the "Application Status" section. You can go to 

this section by clicking the corresponding button in the upper right corner of the 

page. This section contains your registration number, registration date, application 
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status and the "View" button, with which you can view the registration form you 

completed. 

 

Picture 20. Status of the application "Under Review" 

As indicated in Fig. 20, once submitted, the status will change to: "Under 

Review". The term for consideration of an application for approval is 5 working days 

from the date of receipt by the Agency. 

If the personal data collected by your organization does not contradict the 

law, the Agency will agree on the list, and the status of the application will change 

to “Agreed” (Fig. 21). 

 

Picture 21. Request status "Agreed" 

The Agency has the right not to agree on the list of personal data collected 

by your organization if any violations of the law are revealed. At the same time, the 

Agency will indicate the reason for the refusal as a comment during the approval 

procedure. You will receive a comment in the form of a notification in the Registry 

or in another way - at the discretion of the Agency. 

 


